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1. Topic 1, Site-to-site Virtual Private Networks on Routers and Firewall 
 
Refer to the exhibit. 

 
The DMVPN tunnel is dropping randomly and no tunnel protection is configured. 
Which spoke configuration mitigates tunnel drops? 
A) 

 
B) 
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C) 

 
D) 
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A. Option A 
B. Option B 
C. Option C 
D. Option D 
Answer: C 
 
2.Which two parameters help to map a VPN session to a tunnel group without using the tunnel-group 
list? (Choose two.) 
A. group-alias 
B. certificate map 
C. optimal gateway selection 
D. group-url 
E. AnyConnect client version 
Answer: A,D 
Explanation: 
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98580-
enable-group-dropdown.html 
 
3.Refer to the exhibit. 

 
Which two tunnel types produce the show crypto ipsec sa output seen in the exhibit? (Choose two.) 
A. crypto map 
B. DMVPN 
C. GRE 
D. FlexVPN 
E. VTI 
Answer: B,E 
 
4.Refer to the exhibit. 
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A customer cannot establish an IKEv2 site-to-site VPN tunnel between two Cisco ASA devices.  
Based on the syslog message, which action brings up the VPN tunnel? 
A. Reduce the maximum SA limit on the local Cisco ASA. 
B. Increase the maximum in-negotiation SA limit on the local Cisco ASA. 
C. Remove the maximum SA limit on the remote Cisco ASA. 
D. Correct the crypto access list on both Cisco ASA devices. 
Answer: B 
 
5.Which two changes must be made in order to migrate from DMVPN Phase 2 to Phase 3 when EIGRP 
is configured? (Choose two.) 
A. Add NHRP shortcuts on the hub. 
B. Add NHRP redirects on the spoke. 
C. Disable EIGRP next-hop-self on the hub. 
D. Enable EIGRP next-hop-self on the hub. 
E. Add NHRP redirects on the hub. 
Answer: D,E 
Explanation: 
DMVPN disables the EIRGP next-hop-self with "no ip next-hop-self eigrp xxx" in DMVPN phase 2, and to 
go from Phase 2 to 3 you need use the NHRP protocol, and again enable EIRGP next-hop-self with "ip 
next-hop-self eigrp 134" under the tunnel interface https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-
dmvpn.html#GUID-BF561439-BCC0-4AAF-80D9-1F7876CB7B81 
 
 


